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C O U R S E  C A T A L O G

SMU ONLINE  
MASTER’S DEGREE in  

CYBERSECURITY
•  an unprecedented collaboration •



SMU’s online cybersecurity courses are ideal for busy professionals 
who need the flexibility to work anytime from anywhere without  
losing the individual mentoring, networking, and teamwork of small 
class sizes and strong alumni ties. 
The online master’s degree allows you to take time to review recorded 
material and learn the content of cutting-edge cybersecurity courses 
at your own pace before attending live, online class meetings where 
you discuss your ideas with peers and some of the best professors in 
the industry. 
Your Master’s in Cybersecurity from SMU will involve you in meaningful 
projects with profound corporate and national security implications  
to prepare you to do the important, innovative work of the next gen-
eration of cybersecurity. Will you be a future leader in cybersecurity? 



Today’s cybersecurity needs go  
far beyond certification to work in  
the field. The industry is looking  
for a broad range of capabilities in  
engineering, computer science,  
and business management – that  
is, looking for people who can  
develop systems that have security  
designed into their physical assets  
as well as written into their code.  
The SMU Lyle School of Engineering’s 
30-hour master’s program is built
on a core curriculum covering data
and network security, encryption
and authentication, digital forensics,
testing and quality assurance, fault
tolerance and more. SMU Cybersecurity
students also gain direct experience
through projects that allow them
to perform actual cyber attacks
on software and servers. Developed
in consultation with industry and
government groups, including the
Space and Naval Warfare Systems
Command (SPAWAR), the curriculum
is mapped to national standards.

 THIS PROGRAM IS FOR YOU IF ... 
> You are a world changer and want to be part

of the solution for the future.

> You want applicable and tangible skills you
can implement in your current or future career.

> You’d	benefit	from	further	developing	your
understanding of current and future solutions
to	ever-evolving	cybersecurity	threats	and
challenges.

WHO SHOULD TAKE THIS COURSE? 
This course is designed for professionals 
currently in cybersecurity and those who want to 
make the transition into the cybersecurity. Also, 
this degree is indispensable to professionals at 
all	levels	of	an	organization.	There	are	admissions	
requirements for the program and they are:

1. A bachelor’s degree in one of the quantitative 
sciences, mathematics or computer science or 
in one of the engineering disciplines.

2. A minimum of one year of college-level 
calculus.

3. A minimum of two years industry experience or	
submission	of	official	GRE	general	graduate 
admission test scores.

The GRE may be waived under 
certain circumstances

A minimum of two years of  
work experience in technical 
fields may be substituted  
for some pre-requisites  
for admission, pending  
faculty approval 



A MASTER’S 
DEGREE  

PAYS OFF
MASTER’S DEGREES 
IN COMPUTER 

SCIENCES 
BOOST SALARIES 

21%1

The 10-course program is made up of four core 
courses and six additional course selections.  
Examples of currently planned coursework  
follows. More or different elective options may  
be available in the future.

CORE COURSES
CS 7339 Computer System Security 
Investigate	current	issues	in	computer	security	and	gain	an	 
understanding	of	how	cutting-edge	technology	is	being	used	to	prevent	
cyber threats. You will also explore ideas on encryption systems, trusted 
operating systems, database security, and legal and ethical issues.

CS 7343 Operating Systems and Systems Software 
Learn the basic concepts and theoretical foundations of modern  
operating systems. These concepts include process management  
and	storage	management,	and	you’ll	also	receive	an	introduction	 
to	advanced	topics	such	as	issues	with	protection	and	security.	You	
will discuss design and implementation considerations as well as  
case studies. 

CS 7349 Data and Network Security 
Grasp	both	the	conventional	and	state-of-the-art	methods	for	achieving	
data	and	network	security.	You	will	explore	private	and	public	key- 
encryption approaches, popular algorithms, authentication protocols, IP 
security,	web	security	and	system-level	security.	

CS 7359 Software Security 
This course teaches foundational security goals and principles that must 
be	built	into	software	systems	from	the	start.	Students	will	dive	deep	
into	these	concepts,	applying	them	to	real-world	systems.	The	course	
enables	software	engineers	and	programmers	to	analyze	threats	to	
software	systems	and	to	identify	security	bugs	and	flaws	within	those	
systems	that	may	allow	an	adversary	to	compromise	information	assets.	
Students	will	work	hands-on	with	the	top	software	vulnerabilities	such	as	
buffer	overflows,	SQL	injection,	cross-site	scripting	and	other	commonly	
found	software	vulnerabilities.	Perhaps	of	greater	importance,	the	
course teaches the critical skill of selecting and implementing security 
controls	and	remediating	software	security	vulnerabilities.



CS 8317 Software Reliability and Safety
In-depth study of techniques for ensuring 
software reliability and safety. Topics include 
software reliability engineering, software safety 
engineering, and recent developments in those 
areas. Reliability concepts applied to the software 
domain and safety concepts applied to computer-
intensive systems will be discussed. Specific 
techniques such as software reliability models and 
analysis methods, operational profiles, safety and 
hazard analysis using fault trees and event trees, 
and formal verification for safety-critical software 
systems will be covered. 

CS 8353 Digital Forensics
Study	digital	forensics,	a	field	that	encompasses	
the	collection	and	analysis	of	evidence	from	
electronic	storage	media	or	active	systems.	You 
will learn about the forensic process, which 
includes	the	ability	to	preserve,	document	and	
present	the	evidence	in	a	court	of	law.	

CS 8359 Advanced Software Security
Advanced software security architectural patterns, 
software reverse engineering, and malware 
analysis. Advanced software exploitation 
techniques including shell coding, return-oriented 
programming, ASLR, and DEP bypassing. 
Advanced Web application security and secure 
coding principles/practices. Security testing 
techniques, fuzzing, operating system security, 
and root kits. 

CURRENTLY PLANNED ELECTIVE OPTIONS

CS 7314 Software Testing and Quality Assurance 
Quality	assurance	(QA)	includes	many	techniques	and	
activities	aimed	at	assuring	that	appropriate	
functionality has been implemented correctly  
in the software system or product. You will learn about	
the	three	aspects	to	QA. More than	half	the	class	will	
focus	on	various	topics	relating to software testing, 
with an emphasis on form/systematic testing 
techniques and their applications.	

CS 7338 Security Economics 
Introduces economics as a tool for understanding and 
managing information security. Reviews key 
information security challenges and technologies in 
order to reason about the topics economically. 
Students are introduced to techniques of analytic and 
empirical modeling. Economic concepts reviewed 
include rationality, markets, and information. 

CS 7369 Hardware Security and Trojan 
Detection 
This course will review many topics including: 
hardware trojans, counterfeits, physically unclone-able 
functions, intellectual property protection and defense 
against reverse engineering, secure coprocessors and 
smart cards, security implica-tions of test and design 
for testability hardware.

Can Be Completed  
In Less Than Two Years

16 Hours Per Week/ 
 Two Classes Per Term

$51,120



Dr. Frank P. Coyle 

Dr. Frank Coyle has over 40 years of technical experience in computer 

science. He received his Ph.D. from Southern Methodist University, his 

M.S. from The Georgia Institute of Technology and his B.S. from Fordham

University.	His	career	has	spanned	both	academia	and	the	private	sector

in	the	areas	of	software	engineering,	programming	languages	and	artificial

intelligence.

Dr.	Coyle’s	software	development	experience	includes	systems	software	development	for	Grady	
Hospital	in	Atlanta,	Georgia,	and	for	the	Georgia	Tech	Research	Institute.	He	has	also	developed	
strategic	planning	software	as	a	contractor	for	the	U.S.	Army	in	Reston,	Virginia,	and	served	as	 
an	expert	witness	for	several	software-related	litigations.

At	SMU,	Dr.	Coyle	is	a	Senior	Lecturer	and	serves	as	Program	Director	for	the	Computer	Science	
Program.	In	1995,	he	was	involved	in	creating	the	M.S.	program	in	Software	Engineering.	He	has	taught	
both undergraduate and graduate classes in programming, software engineering, data structures, 
operating	systems,	mobile	computing,	and	artificial	intelligence	and	has	been	the	recipient	of	several	
Outstanding Instructor Awards.

Dr.	Coyle	has	published	numerous	articles	and	several	books	including	Wireless Web: A Manager’s 
Guide and XML, Web Services and the Data Revolution. He is a member of the IEEE and ACM.

In his spare time he plays acoustic and electric guitar and keyboards.

The SMU Master’s in Cybersecurity program is taught through the  
SMU Lyle School of Engineering, a prestigious educational and research 
center for engineering and technology. The program is housed in  
SMU’s Computer Science department, chaired by Dr. Frederick Chang, 
former Director of Research at the United States National Security  
Agency (NSA) and the Executive Director of the Darwin Deason Institute 
for Cybersecurity.



Dr. Aaron Estes 

Dr. Aaron Estes is an expert in  

cybersecurity architecture, security risk 

assessment and application security. 

Dr. Estes has 17 years of experience in 

cybersecurity, software development and 

security engineering. He is the lead cyber 

architect for the Lockheed Martin Space Future Enterprise Program 

team	and	is	the	Military	Space	LoB	cyber	lead.	Dr.	Estes	provides	

cybersecurity	subject	matter	expertise	for	multiple	Space	programs	

including	NextGen	OPIR.

Dr.	Estes	has	held	key	security	engineering	roles	on	several	of	 
Lockheed	Martin’s	flagship	contracts	including	the	F-35	Lightening	II,	
F-22	Raptor,	and	Department	of	Homeland	Security	programs.	 
Dr. Estes is a Lockheed Martin Technical Fellow alumnus – a title that 
he	earned	for	his	extensive	contributions	in	application	security.	He	has	
performed	critical	security	analysis	for	top	U.S.	financial,	energy	and	
telecommunications customers.

Dr. Estes earned his Bachelor of Science degree in computer science, 
his Master of Science degree in software engineering and his Doctor of 
Engineering in software engineering. Dr. Estes has 10 years of teaching 
experience	at	Southern	Methodist	University	at	the	undergraduate	and	
graduate	levels.	He	teaches	various	courses	in	security	engineering	 
and	has	developed	new	curricula	for	the	program	in	advanced	software	
security and system security engineering.

WORLD 
CHANGERS 

SHAPED  
HERE

SMU IS A  
NATIONAL  
CENTER OF  
ACADEMIC  

EXCELLENCE FOR THE  

NSA 
(NATIONAL  
SECURITY  
AGENCY)



Professor Mark D. Hoffman 

Professor Mark D. Hoffman has a long  

history in information technology, 

information security and physical security. 

Professor Hoffman holds a Master of 

Science degree in security engineering 

from Southern Methodist University and 

a Bachelor of Science degree in electrical engineering technology 

from Oklahoma State University. His	certifications	include:	Certified

Information	Systems	Security	Professional	(CISSP),	Certified	Ethical	

Hacker	(CEH)	and	Certified	Hacking	Forensic	Investigator	(CHFI).	Dr.	

Hoffman has also attended special training at the BlackHat security 

conference for Digital Forensics and Incident Response as well as 

Attacking SCADA and Industrial Control Systems.

In his professional career in computer security, Professor Hoffman has 
been an Incident Responder on the Computer Emergency Response 
team	for	a	major	defense	contractor,	has	served	as	both	a	member	and	
the leader of Cyber Threat Intelligence teams and has been a Threat 
Hunter for a Fortune 50 company. Currently he is a Penetration Tester 
for	a	major	consulting	firm.	

Professor Hoffman has been teaching graduate and undergraduate 
classes in security engineering for the SMU Lyle School of Engineering 
since	2013.	He	has	taught	a	variety	of	subjects,	including	Advanced	
Data and Network Security, System Security, Security Economics, 
Software Security and has assisted in teaching the Digital Forensics 
class.	He	has	also	taught	classes	at	the	University	of	North	Texas.

	While	teaching	at	Southern	Methodist	University,	Professor	Hoffman	
has	been	involved	in	the	SMU	Security	Cyber	Club,	(SC)2,	and	has	acted	
as	coach	and	faculty	representative	for	the	Collegiate	Cyber	Defense	
Competition	and	Department	of	Energy-sponsored	CyberForce	 
competition teams. 

40%
OF CISOS  

HAVE A MASTER’S 
DEGREE 2 

A 
LUCRATIVE 

FIELD
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Dr. Sohail Rafiqi 

Dr. Sohail Rafiqi is a sales consultant at Oracle focusing on database,  

cloud and big data solutions. He developed the Cloud computing course 

for the SMU Master of Science in Data Science and has been an active 

adjunct faculty member since 2016.

He	received	a	Ph.D.	in	computer	science	and	engineering	from	Southern	

Methodist	University	in	2015,	where	he	was	co-advised	by	Dr.	Suku	Nair,	

Dr.	Eric	Larson	and	Dr.	Ephrem	Fernandez	(UTSA).	He	also	holds	a	B.S.	in	computer	science	and	 

mathematics as well as an M.S. in computer science and engineering from SMU.

His	doctoral	research	involved	an	interdisciplinary	study	of	pervasive	cognitive	load	measurement	using	
pupillometry.	He	is	currently	developing	a	platform,	under	the	supervision	of	Dr.	Eric	Larson,	that	can	
detect	the	cognitive	load	of	a	person	using	a	mobile	phone	without	the	aid	of	any	specialized	hardware.

Before	joining	Oracle,	Dr.	Rafiqi	was	head	of	product	development	and	support	at	Optimal	Path	Inc.,	a	
database-on-demand	company	delivering	a	full	suite	of	communications	management	applications	to	
enterprises.	He	has	been	involved	in	product	management	and	development	for	the	last	20	years.	Before	
Optimal	Path,	he	held	senior	management	positions	in	AudioCodes,	Westwave	Communications	and	
Alcatel.	He	has	also	co-founded	two	startups	and	participated	in	two	successful	M&As.

Companies today face a wide array of cybersecurity challenges ranging from 
protecting valuable infrastructure and data to guarding end-user privacy. The SMU 
Master’s in Cybersecurity program will prepare individuals to help companies 
meet these challenges through a program of study geared to those just entering 
the security arena as well as security professionals looking to update their 
cybersecurity skill-set.

Dr. Frank P. Coyle       SMU Senior Lecturer and Program Director



We’re using the latest  
education technology to 
make your online class 
every bit as personal and 
interactive as the classroom. 
The benefits of this online 
program include:
Live, Online Cybersecurity Classes 
Classmates	and	instructors	come	face-to-
face	to	engage	in	weekly	live	classes	on	
the online platform. Classes are kept small 
and are taught in a dynamic, seminar style 
that facilitates close collaboration.

Self-paced Coursework 
Most coursework can be completed  
anywhere at any time. This includes 
recorded	video	lessons,	quizzes,	case	
studies	and	video	lectures	by	guest	
speakers that students can access during 
their busy schedules.

24/7 Accessible Mobile App 
Online resources can be accessed from 
anywhere with a phone or tablet. Students 
stay	organized	with	note	taking	and	
scheduling features, and can use the app’s 
offline	mode	to	view	lectures	and	assign-
ments without an internet connection. 

Online Networking and 
Collaboration 
The Cybersecurity@SMU community stays 
connected through the online platform. 
Students collaborate with classmates on 
group	projects,	talk	one-on-one	with	
professors and network with other  
professionals	in	the	cybersecurity	field.

TECHNICAL REQUIREMENTS 
Basic Requirements 
In order to complete the program, you will need a 
current email address and access to a computer and 
the internet. The online courses will be held within 
Canvas.	Canvas	is	best	viewed	at	a	minimum	resolution	
of	800x600.	If	you	want	to	view	Canvas	on	a	device	
with	a	smaller	screen,	we	recommend	using	the	Canvas	
mobile app.

We recommend that you use an operating system that 
is at least Windows 7 or newer, Mac OSX 10.6 or 
newer, or Linux – chromeOS. Because it’s built using 
web	standards,	Canvas	runs	on	Windows,	Mac,	Linux,	
iOS,	Android,	or	any	other	device	with	a	modern	 
web browser.

https://community.canvaslms.com/docs/
DOC-10721-67952720328

Browser Requirements 
Canvas	supports	the	current	and	first	previous	major	
releases of the following browsers: Chrome 73 and 74, 
Firefox 65 and 66, Internet Explorer 11 (Windows only), 
Edge 42 and 44 (Windows only), Respondus Lockdown 
Browser, and Safari 11 and 12 (Macintosh only). You 
should	always	use	the	most	current	version	of	your	
preferred browser. Your browser will notify you if there 
is	a	new	version	available.

https://community.canvaslms.com/docs/
DOC-10720-67952720329

ADDITIONAL REQUIREMENTS 
Certain classes may require additional resources to 
complete	specific	assignments. Assignments	can	
involve	programming	in	Python	or	other	languages,	
watching	YouTube	videos	or	LinkedIn	learning	videos	
and reading online articles and PDFs with content  
the instructor has created. 



AN UNPRECEDENTED  
COLLABORATION

The SMU Lyle School of Engineering’s  
cybersecurity course content is delivered by an  

expert faculty, many of whom are deeply involved  
in ongoing security research. Through SMU’s  

consortium of High Assurance Computing and  
Networking (HACNet) laboratories, they are engaged 

in research on issues such as: cloud security, embedded 
security, SCADA security, hardware Trojans and side channel 

attacks, disaster-tolerant computing, and health care safety 
and security. Course-specific topics are addressed by guest 

practitioners drawn from partner organizations, such as  
Lockheed Martin, Rockwell Collins and Raytheon. For anyone 

looking for a challenging new career path or an opportunity  
to move up in their current organization, the place to start is the 

master’s degree in cybersecurity at the Lyle School.

YOUR SUCCESS TEAM  
In	Canvas	you	have	access	to	beneficial	learning	features	including:

>	 Mobile	app	–	Use	a	mobile	app	to	access	Canvas.

>	 Grades	–	Students	can	include	hypothetical	grades	and	view	their	final	grade	percentage	throughout	 
 the term.

>	 Simplified	collaboration	–	Students	can	take	a	proactive	approach	to	group	work,	sharing	documents	 
 and hosting discussions all within the LMS.

>	 Calendar	–	This	tool	helps	students	stay	organized,	displaying	assignments	and	due	ates	across	all	 
	 active	courses.



CONTACT US
Email: Online@SMU.edu

Call: 214-768-1186  I Text: CYBER to 469-414-3047

smu.edu/cyber
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